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+150% 
vulnerabilities in 2023 YoY
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Agenda

Cybersecurity is now mandatory.

Agility and consistency are key to get cybersecurity.

Your existing MBD tools can do cybersecurity!
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55 days remaining to become secure…

• UN Regulations

• Cybersecurity Management 

System (CSMS)

• Software Update Management 

System (SUMS)

• Required for Type Approval

(today is 2024 May 7th)

Production stop: VW Up, T6.1, Porsche Boxter, Macan, Renault Zoe, Audi TT…
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UNECE R.156, ISO 24089

UNECE R.155

ISO 27k, TISAX

ISO/SAE 21434

The Big Cybersecurity Picture
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The repeating challenges of Cybersecurity
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ISO/SAE 21434: It’s complicated…
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Good News: Compliance with ISO/SAE 21434, R.15x and ASPICE

• Same tools & models as for ISO 26262

• Reference workflow unchanged

• Covers essential topics

https://www.mathworks.com/solutions/automotive/standards/iso-21434.html 

https://www.mathworks.com/solutions/automotive/standards/iso-21434.html
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Model-Based Design: Digital Thread instead of Digital Threat

▪ From security goals to code

▪ Understand attack impact and 

change through traceability

▪ Security through analysis & sim.

▪ Quick updates with codegen

▪ Examples …

impact
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Model-Based Threat Analysis & Risk Assessment (TARA)

Architecture Models1
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Model-based TARA - Fully Customizable Templates

Open calculation

Your own validation checks

Configurable

tables

Extensible types
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Vulnerability Analysis (& less iterations) at Multiple Levels

Code Requirements

Models

Static

Analysis

Mathematical analysis.

Contradictions, incompleteness 

Exceeding ranges, specification 

mismatch, dead logic, …

Less vulnerabilities!

Memory errors, overflows, race 

conditions, crashes, CWE, …
f(x)

Coverage: 100%
Provides counter-

examples.

Memory-safety.

Robustness.

Consistency.
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Software Bill of Materials (SBOM) made easy with Model-Based Design

Components, versions, 

dependencies, assemblies,

hashes, …
SBOM

Digital Thread

MATLAB 

Projects
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Modified

file

More Agility: Tracking changes and minimizing re-certification (R.156)
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Back to the start…
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Conclusion & Outlook

• Cybersecurity is here.

• Use your existing MBD tools.

• Full traceability & high agility.

Model-based 

TARA/HARA

Change Impact Analysis

Vulnerability Analysis

SBOM

21434

f(x)

Intrusion Detection & Prevention

Attack Simulation

Fuzzing


	Default Section
	Slide 0
	Slide 1
	Slide 2: Agenda

	legislation
	Slide 3: Agenda
	Slide 4: 55 days remaining to become secure…
	Slide 5: The Big Cybersecurity Picture

	challenges
	Slide 6: Agenda
	Slide 7: The repeating challenges of Cybersecurity
	Slide 8: ISO/SAE 21434: It’s complicated…
	Slide 9: Good News: Compliance with ISO/SAE 21434, R.15x and ASPICE

	MBD-Examples
	Slide 10: Agenda
	Slide 11: Model-Based Design: Digital Thread instead of Digital Threat
	Slide 12: Model-Based Threat Analysis & Risk Assessment (TARA)  
	Slide 13: Model-based TARA - Fully Customizable Templates
	Slide 14: Vulnerability Analysis (& less iterations) at Multiple Levels
	Slide 15: Software Bill of Materials (SBOM) made easy with Model-Based Design
	Slide 16: More Agility: Tracking changes and minimizing re-certification (R.156)

	Wrapup
	Slide 17
	Slide 18: Conclusion & Outlook


